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PREFACE 


This  report  outlines  an  approach  to  information  and  com¬ 
munication  technology  modernization  for  Romania’s 
Ministry  of  Foreign  Affairs.  As  a  preliminary  needs  assess¬ 
ment  and  feasibility  study,  it  is  intended  to  lay  the  founda¬ 
tion  for  future  modernization  stages,  including  the  develop¬ 
ment  of  a  detailed  system  design  and  subsequent  system 
implementation. 

The  project  was  carried  out  over  a  five-month  period,  from 
January  15  to  June  15,  2001,  with  support  from  the  U.S. 
Trade  and  Development  Agency.  The  Ministry  of  Foreign 
Affairs  of  Romania  was  the  project  client,  with  RAND  act¬ 
ing  as  the  contractor. 

The  study  was  housed  within  RAND/Europe’s  European 
Defense  program  of  research,  headed  by  Stuart  Johnson. 
The  program’s  mission  is  to  provide  high  quality  research 
and  analysis  on  issues  of  importance  to  allies  and  partners 
of  the  United  States.  RAND  is  a  private,  nonprofit  research 
institution,  conducting  policy  research  in  the  public  interest. 
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EXECUTIVE  SUMMARY 


INTRODUCTION 

Information  gathering,  analysis,  interpretation,  decision¬ 
making  and  dissemination  —  as  well  as  the  documentation 
of  these  actions  —  must  be  treated  as  critical  business 
processes  by  government  entities  in  the  21st  century. 
According  to  a  statement  released  by  the  United  Nations 
Administrative  Committee  on  Coordination  during  its  fall 
1996  session,  communication  and  knowledge  “represent 
the  life  blood  of  the  emerging  global  information  society 
and  its  attendant  infrastructure.”  Thus  there  is  a  concomi¬ 
tant  “imperative  to  build  human  and  technical  capacities  to 
enable  societies  to  facilitate  access  to  and  make  best  use 
of  the  new  multimedia  resources.” 

For  Romania’s  Ministry  of  Foreign  Affairs  (MFA),  whose 
missions  are  both  domestic  and  international,  such  an 
imperative  is  particularly  compelling.  Networked  digital 
technologies  offer  the  prospect  of  closer  ties  to  Western 
democracies  and  are  instrumental  in  Romania’s  full  inte¬ 
gration  in  Euro-Atlantic  institutions,  with  the  potential  to 
generate  highly  beneficial  political  and  economic  conse¬ 
quences. 

With  support  from  the  U.S.  Trade  and  Development 
Agency,  RAND  engaged  in  an  effort  with  the  Romanian 
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MFA  to  carry  out  a  preliminary  needs  assessment  and 
feasibility  study  for  information  and  communication  tech¬ 
nology  (ICT)  modernization.  The  project  set  out  to: 

•  review  and  analyze  the  MFA’s  evolving  missions 
and  objectives  for  the  conduct  of  foreign  affairs 
during  the  period  ahead,  with  an  emphasis  on  the 
near-term  future; 

•  review  and  analyze  the  Ministry’s  current  informa¬ 
tion  and  communication  systems  in  relation  to 
these  missions  and  objectives; 

•  develop  requirements  for  modernizing  these  tech¬ 
nologies  to  enable  them  to  support  and  enhance 
the  Ministry’s  worldwide  and  domestic  goals;  and 

•  prepare  specific  ICT  recommendations. 

The  project’s  overall  goal  was  to  provide  a  viable  founda¬ 
tion  for  two  subsequent  efforts:  (1)  the  development  of  a 
detailed  system  design  and  architecture  plus  a  detailed 
implementation  plan;  and,  upon  approval  of  this  plan,  (2) 
the  timely  acquisition  and  deployment  of  modernized  ICTs 
to  help  support  the  MFA’s  missions  in  an  increasingly  com¬ 
plex,  dynamic,  and  interconnected  international  environ¬ 
ment.  This  report  describes  RAND’s  first-phase  steps 
toward  that  goal. 
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CONCEPTUAL  FRAMEWORK 
AND  STUDY  METHODS 

The  project  rests  on  a  conceptual  framework  and  research 
methods  employed  and  elaborated  in  a  range  of  prior 
RAND  studies.  A  growing  body  of  research,  carried  out 
both  by  RAND  and  by  other  institutions,  has  led  to  the  gen¬ 
eral  conclusion  that  successful  implementation  of  new 
technologies  in  organizations  is  largely  a  function  of  three 
classes  of  factors,  as  follows. 

•  Organizational  context:  Here  we  include  charac¬ 
teristics  of  the  existing  setting  that  are  likely  to 
affect  its  need  for,  and  use  of,  new  information  and 
communication  tools,  along  with  characteristics  of 
the  broader  institutional  environment  that  potential¬ 
ly  influence  the  adoption  of  more-advanced  ICTs. 

•  Technology:  In  this  category,  we  include  features 
of  the  current  technologies  available  to  the  organi¬ 
zation,  as  well  as  the  desired  features  of  future 
technologies. 

•  Implementation  strategies:  Implementation 
strategies  include  all  the  steps,  both  symbolic  and 
behavioral,  between  the  time  an  organization  first 
decides  it  should  make  use  of  new  computer-based 
media  to  the  time  when  these  media  become  incor¬ 
porated  into  the  organization’s  day-to-day  work 
practices. 

Further,  among  these  classes  of  factors,  much  prior 
research  has  found  that  implementation  processes  them¬ 
selves  in  the  long  run  outweigh  both  technology  features 
and  context  characteristics  in  explaining  organizations’ 
successes  with  technological  innovation.  For  this  reason, 
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we  give  special  attention  to  implementation  strategy  in  the 
MFA  modernization  study. 

Chiefly  dependent  on  semi-structured  interviews,  RAND’s 
project  approach  reflects  the  conceptual  framework  out¬ 
lined  above  with  respect  to  both  its  choice  of  participants 
and  its  information  gathering  orientation. 

Participants 

Participants  providing  primary  data  to  the  study  were 
selected  for  interviews  on  the  basis  of  their  roles  in  the 
MFA  and  their  potential  relationships  to  future  ICT  modern¬ 
ization  efforts.  Within  the  MFA,  interviews  were  scheduled 
with  representatives  of  a  range  of  user  units  with  diverse 
missions  (including  those  with  diplomatic  or  trade-related 
functions  as  well  as  those  responsible  for  core  administra¬ 
tion  and  management).  These  interviewees  helped  the  pro¬ 
ject  to  develop  an  in-depth  understanding  of  the  organiza¬ 
tional  context  and  the  kinds  of  tasks  to  be  supported  by  the 
deployment  of  new  technologies.  Interviews  were  also 
scheduled  with  high-level  Ministry  officials  and  with  repre¬ 
sentatives  of  other  Romanian  government  entities  to  get  a 
picture  of  the  broader  institutional  environment  within 
which  the  MFA  operates. 

To  supplement  their  perspectives,  we  also  interviewed  rep¬ 
resentatives  of  technology  providers  in  Bucharest,  includ¬ 
ing  Romanian  companies  and  Romanian  subsidiaries  or 
partners  of  foreign  companies,  as  well  as  representatives  of 
a  software  industry  association  and  an  Internet  service 
provider  (ISP)  association,  to  assess  the  likelihood  that 
future  calls  for  tender  related  to  ICT  modernization  would 
have  an  adequate  base  of  competent  vendors  on  which  to 
draw.  Further,  we  held  discussions  with  representatives  of 
nongovernmental  organizations  (e.g.,  EU/PHARE,  World 
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Bank,  UNDP,  US/AID)  whose  programs  of  funding  in  such 
areas  as  e-govemment,  e-commerce,  e-society,  democratiza¬ 
tion,  and  the  like  might  influence  directions  or  priorities 
within  the  MFA’s  overall  modernization  efforts.  More  than 
80  interviews  were  conducted. 

Procedures 

The  three-member  RAND  project  team  included  a  senior 
political  scientist  (the  project  leader),  a  senior  social  scien¬ 
tist  (responsible  for  most  of  the  interviews)  and  a  senior 
computer  scientist  (handling  the  project’s  main  technical 
issues).  Over  a  five-month  period  (mid-January  to  mid-June 
2001)  project  researchers  made  working  visits  to 
Bucharest  to  gather  data  and  to  provide  interim  feedback 
on  its  findings  to  the  MFA. 

Interviews  were  typically  planned  to  last  for  about  an  hour, 
however,  where  multiple  participants  were  involved,  two 
or  more  hours  were  sometimes  scheduled.  While  giving 
attention  to  all  three  classes  of  factors  expected  to  affect  a 
successful  transition  to  the  new  technology,  the  interviews 
focused  on  questions  most  closely  related  to  participants’ 
roles  in  relation  to  elements  of  the  conceptual  framework. 
In  addition  to  interviews,  the  project  gathered  and  made 
use  of  archival  data,  including  organization  charts,  docu¬ 
ments  describing  previous  ICT  modernization  proposals 
and  current  system  diagrams  as  well  as  information  work 
samples  from  MFA  user  units  and  technology  vendors’ 
reports.  We  also  observed  users  interacting  with  the  MFA’s 
current  suite  of  computer  based  tools  and  saw  several 
technology  vendors’  demonstrations. 
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MAJOR  FINDINGS  AND 
RECOMMENDATIONS 


The  major  findings  from  the  research  are  summarized  here 
under  the  three  chief  components  of  the  conceptual  frame¬ 
work  outlined  above. 

Organizational  Context 

The  Ministry  of  Foreign  Affairs  is  characterized  by  new, 
diverse,  and  complex  mandates.  Its  actions  can  have  pro¬ 
found  international  consequences,  both  diplomatically  and 
economically. 

Scanning  the  broader  national  environment  suggests  that 
growing  attention  is  being  paid  to  the  role  of  ICTs  through¬ 
out  the  Romanian  government.  Further,  the  other  entities 
with  which  the  MFA  interacts  (e.g.,  organizations  in  the 
international  community)  increasingly  require  and  support 
ICT  modernization  in  public  institutions. 

Chief  findings  concerning  the  MFA  as  an  organizational 
context  for  ICT  modernization  include  the  following. 

•  Information  and  communication  are  core  compo¬ 
nents  of  MFA’s  critical  business  processes. 

•  Information-intensive  tasks  are  of  two  types: 

-  many  are  varied  in  focus  but  support¬ 
able  by  highly  generic  software;1  and 

-  some  are  specific  in  focus  and  depen¬ 
dent  on  specialized  applications  and 
tools. 


1  We  recommend  that  ICT  modernization  begin  with  support  for  these 
sorts  of  functions. 
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•  Communication-intensive  tasks  have  two  kinds  of 
partners:2 

-  internal  participants,  in  Bucharest  or 
elsewhere,  need  to  be  served  by  the 
same  internal  email  system  and 
intranet/Web  facilities;  and 

-  external  participants,  an  open-ended 
group,  should  be  available  for  interac¬ 
tion  via  Internet  email  and  external 
Web  sites. 

•  Communications  need  differing  levels  of  security 
depending,  for  example,  on  whether  they  are  infor¬ 
mal,3  official,  commercial,  or  secret. 

The  study  therefore  recommends,  as  a  first  priority,  the 
creation  of  a  digital  culture  that  spans  the  Ministry  and  its 
work  practices.  Second,  it  is  critical  to  provide  an  enabling 
infrastructure  for  all  of  the  MFA’s  basic  information  and 
communication  tasks. 

Technology 

“Digital  divides”  within  the  MFA  today  are  illustrated  by 
the  following  examples.  Currently,  computerperson  ratios 
range  from  1:1  to  0:1  across  work  units.  Many  computers 
lack  both  internal  network  and  Internet  access;  and  often, 
different  units  use  different  ISPs  and  have  varied  technical 
support  arrangements. 

Several  factors  contribute  to  the  current  constraints  on 
connectivity.  Presently,  the  MFA  is  distributed  among  sev¬ 
eral  buildings  in  Bucharest,  some  of  which  are  not  fully 


2  Development  of  these  communication  capabilities  should  proceed 
concurrently. 

3  We  recommend  starting  with  support  for  informal  communications. 
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wired.  Beyond  its  headquarters,  the  Ministry’s  internal 
communication  partners,  which  comprise  131  foreign  mis¬ 
sions,  are  distributed  worldwide.  Additionally,  external 
communication  partners  (e.g.,  EU,  NATO)  may  impose  spe¬ 
cial  technical  requirements.  These  factors  underscore  the 
need  for  the  MFA  to  keep  apprised  of  changing  global  ICT 
environments. 

Major  findings  concerning  enhancements  of  the  MFA’s  cur¬ 
rent  ICT  status  and  its  modernization  include  the  following. 

•  The  MFA  needs  a  Metropolitan  Area  Network 
(MAN)  linking  all  its  Bucharest  buildings,  offices, 
and  people.  This  effort  should  include  as  goals: 

-  providing  a  computer  for  every  user 
plus  a  standard  software  suite; 

-  establishing  standard  individual  email 
addresses  plus  Internet  and  MAN/ 
intranet  access  for  all  (supporting  the 
growth  of  a  digital  culture  within  the 
Ministry  while  enabling  routine  elec¬ 
tronic  exchange  with  external  entities 
that  are  Internet-accessible);  and 

-  acquiring  tools  to  support  development 
access  of  high  priority  specialized 
applications  on  an  incremental,  modu¬ 
lar  basis. 

•  The  MFA  should  do  a  Wide  Area  Network  (WAN) 
pilot  project  linking  headquarters  with  foreign  mis¬ 
sions.  It  should: 

-  start  with  a  small  subset  of  key  foreign 
offices  (e.g.,  Brussels,  Washington) 
where  international  connectivity  would 
be  available; 
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-  introduce  a  virtual  private  network 
(VPN)  that  gives  transparent  access  to 
internal  ICT  facilities  and  offers  voice- 
over-IP  (yielding  potentially  significant 
telecommunications  cost  savings  while 
affording  secure  avenues  for  official 
information  exchange  with  communi¬ 
cation  partners  outside  the  reach  of  the 
headquarters  MAN); 

-  conduct  special  training  with 
Bucharest-based  and  foreign  office 
users;  and 

-  evaluate  costs,  benefits,  other  lessons 
learned  for  broadening  the  system’s 
global  reach. 

The  MFA’s  networked  ICTs  should  be  both  scalable 
and  extensible,  susceptible  to  evolution: 

-  at  any  point  in  time,  the  network  must 
be  heterogeneous; 

-  generic  technologies  will  have  to  be 
compatible  with  future  Romanian 
government  plans  for  e-signatures, 
e-commerce,  and  other  e-government 
applications;  and 

-  the  infrastructure  must  permit  intro¬ 
duction  of  new  technologies  as  they 
emerge  on  the  market. 

There  are  enough  companies,  both  domestic  and 
foreign,  that  are  competent  to  provide  the  required 
technical  systems,  services,  and  support  in 
Bucharest. 
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The  study  advises  that  the  MFA  prepare  a  Request  for 
Information  (RFI)  and/or  a  Request  for  Proposals  (RFP)  to 
solicit  responses  from  interested  ICT  provider  firms.  It  is 
also  recommended  that  the  Ministry  continue  to  make  visi¬ 
ble  progress  toward  ICT  modernization  by  such  means  as 
extending  current  LAN  access  and  completing  the  new 
Web  site. 

Implementation 

The  MFA  has  made  a  go-ahead  decision  for  ICT  moderniza¬ 
tion,  and  the  initial  pieces  of  an  implementation  strategy 
are  in  place.  An  ICT  project  task  force  has  been  created, 
and  there  exists  high-level  interest  and  support  among 
Ministry  representatives  and  government  officials. 
Technical  progress  is  currently  underway  on  key  ICT 
objectives. 

Chief  findings  concerning  project  implementation  include 
the  following. 

•  Future  ICT  implementation  can  be  seen  as  having 
two  main  components: 

(1)  providing  a  basic  infrastructure  for 
digital  work  practices;  and 

(2)  completing  projects  to  improve  specific 
critical  ousiness  processes. 

•  Government  funds  or  loan  guarantees  should  be 
sought  for  the  ICT  foundation  (part  1). 

•  Well-designed  projects  can  attract  targeted  program 

funds  from  multilateral  or  bilateral  donors  (part  2), 
such  as 


UNDP 

WORLD  BANK 
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US/AID 

EU 


The  MFA’s  Informatics  unit  needs  immediate 
capacity  building,  including: 

-  more  senior  informatics  professionals; 

-  consolidation  of  technical  support 
across  the  MFA; 

-  higher  status  in  the  organizational 
structure;  and 

-  a  single  designated  contact  for  gather¬ 
ing  and  exchanging  ICT-related  infor¬ 
mation. 

Technical  human  resource  needs  must  be  filled 
before  implementation  can  move  forward. 

The  MFA  should  prepare  a  plan  and  schedule  for 
action  that: 

-  specifies  what  will  be  in  the  initial  ICT 
foundation  (part  1)  and  anticipates  pri¬ 
orities  for  special  projects  (part  2); 

-  reflects  these  decisions  in  an  RFI/RFP; 
and 

-  treats  this  study  as  a  foundation  and 
outline  for  that  plan. 

Users  must  be  involved  in  implementation 
processes  to: 

-  test  and  evaluate  generic  tools; 

-  help  prioritize  and  design  projects  that 
involve  specialized  tools  for  specific 
business  processes;  and 

-  develop  policies  and  procedures  to 
guide  new  digital  work  practices. 
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•  Coordination  with  other  ministries’  ICT  efforts  will 
be  a  critical  success  factor. 

The  study  therefore  suggests  that  the  MFA  immediately 
acquire  the  needed  human  and  financial  resources  to  take 
the  next  implementation  steps.  Based  on  the  above  find¬ 
ings,  we  judge  that  beginning  work  on  a  strategic  action 
plan  for  successful  ICT  modernization  is  a  critical  first  step 
for  the  Ministry. 
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CONCLUSIONS 

The  common  wisdom  is  that  few  problems  can  be  solved 
by  throwing  money  at  them.  The  problem  this  report 
addresses  is  an  exception  to  that  general  rule.  Simply  put, 
the  MFA  lacks  sufficient  hardware  and  connectivity  on 
which  to  base  improvements  to  its  information  and  com¬ 
munication  systems.  This  lack  can  be  remedied  with  tech¬ 
nologies  presently  available  on  the  market,  so  long  as 
financing  can  be  arranged.  Without  access  to  contempo¬ 
rary  technologies,  it  is  hard  to  envision  any  significant  per¬ 
formance  improvements  in  the  MFA’s  information-  and 
communication-intensive  missions.  However,  a  well- 
designed  ICT  infrastructure  will  serve  as  the  base  on  which 
powerful  business  solutions  can  successively  be  built  as 
implementation  progresses. 

If  funding  were  available,  human  resource  limitations 
would  not  constitute  a  major  implementation  obstacle. 
Professional  MFA  employees  do  not  show  reluctance  to 
use  new  computer-based  media.  Rather,  across  varied  divi¬ 
sions  employees  stressed  the  need  for  more  and  better  on¬ 
line  tools.  Moreover,  the  senior  professionals  in  the 
Informatics  Division  are  well  trained  and  have  a  strong 
command  of  English  as  well  as  strong  technical  skills. 
Given  the  funds,  it  should  be  possible  to  increase  the  size 
of  the  technical  staff  to  the  level  that  would  be  required  to 
maintain  a  larger  and  more  advanced  information  and  com¬ 
munication  system. 

Further,  during  the  course  of  our  study,  we  visited  a  num¬ 
ber  of  key  software,  network,  and  system  integration  com¬ 
panies  within  Bucharest,  both  domestic  and  foreign.  We 
were  impressed  by  these  companies’  professionalism, 
knowledge,  and  ties  to  major  suppliers  of  hardware,  soft¬ 
ware,  and  telecommunications  (e.g.,  Microsoft,  Compaq, 
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Cisco,  Omnilogic  BGS,  Global  One,  KPNQwest,  and  vari¬ 
ous  ISPs).  It  is  clear  to  us  that  there  is  abundant  talent 
within  the  private  sector  in  Romania  to  supply  all  the  capa¬ 
bilities  (hardware,  software,  systems  integration,  docu¬ 
mentation,  and  education  and  training)  required  by  our 
recommendations. 

We  should  underscore  that  the  first-phase  RAND  effort 
reported  here  has  raised  hopes  —  it  seems  to  be  attracting 
a  notable  amount  of  professional  commitment  and  energy. 
People  in  the  Ministry  think  of  advanced  ICT  as  helping 
their  effort  to  build  links  to  Western  governments  and 
economies.  However,  a  1998  modernization  effort  ended  in 
a  well-done  report  with  no  follow-up  action;  it  is  thus 
extremely  important  that  the  current  project  lead  rapidly 
to  concrete,  positive  action  and  achievement,  both  to  show 
results  and  to  demonstrate  to  all  involved  that  their  efforts 
can  and  will  pay  off.  So  even  before  all  the  pieces  of  a  solu¬ 
tion  to  the  ICT  modernization  problem  can  be  worked  out, 
this  first-phase  project  should  lead  to  some  viable  action 
items  —  steps  that  can  be  taken  by  the  Ministry  in  the  near 
term  that  would  make  a  positive  difference.  The  bulleted 
major  findings  under  Organizational  Context  above,  and 
the  initial  actions  listed  under  Technology  above  —  com¬ 
bined  with  the  plan  and  schedule  for  action  called  for 
under  Implementation  —  can  form  the  basis  for  those 
near-term  actions. 

Finally,  as  a  geographically  distributed  organization  with 
worldwide  missions  and  as  a  leading  agency  for  Romania’s 
integration  in  Euro-Atlantic  institutions,  the  Ministry  of 
Foreign  Affairs  can  best  meet  its  goals  and  objectives  by 
employing  fully  the  tools  of  21st  century  diplomacy. 
Indeed,  this  is  indispensable.  Moreover,  current  develop¬ 
ments  in  the  Romanian  government  (e.g.,  a  new  Ministry 
for  Communication  and  Information  Technology,  a  parlia- 
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mentary  committee  on  e-legislation,  a  president  who  has 
made  information  society  advancement  one  of  his  top 
three  priorities),  together  with  ICT-related  programs  and 
initiatives  supported  by  major  nongovernmental  organiza¬ 
tions  with  representation  in  Romania,  are  strikingly  con¬ 
vergent  indicators  that  this  is  the  right  time  for  the  MFA  to 
move  forward  aggressively  on  its  modernization  agenda. 
The  foregoing  recommendations  are  intended  to  serve  that 
end. 
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